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WHAT WE DOWHAT WE DO
Consulting and Technical Services 
Specializing In:Specializing In:

DIGITAL 
FORENSICS

ELECTRONIC 
DISCOVERY

RESPONSE TO 
ONLINE FRAUD 

AND ABUSE INVESTIGATIONS
DATA BREACH 

RESPONSE
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FORENSICS DISCOVERY AND ABUSE INVESTIGATIONSRESPONSE



OUR CLIENTS
• 8 of the Fortune 10 Companies
• 72 of the Top 100 US Law Firms (AmLaw 100)

• 16 of the Top 20 UK Law Firms16 of the Top 20 UK Law Firms

ENRON 
BARGE TRIALFTC BOGUS ANTI-SPYWARE MARTHA STEWART

LEADING U.S. WORK
BARGE TRIALCASESMARTHA STEWART 

SECURITIES FRAUD CASE

AMD v. INTEL ATTY GEN’L TASK FORCE          
TJX DATA BREACH

MADOFF MONITOR
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INDUSTRY LEADERSHIP
Sedona Conference, Working Group1: Electronic Discovery
New York State Bar Association: Electronic Discovery Committee

C SMinnesota Bar Association: Computer Law Section
American Bar Association Cybercrime Law Committee
Digital Forensics and Cybercrime Textbook Writers
Widely Published in Digital Forensics E Discovery and Cybercrime journalsWidely Published in Digital Forensics, E-Discovery, and Cybercrime journals
Speaking Engagements: Sedona, ABA, IQPC, PLI, ISC2, IAPP, FTC, et al.
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DIGITAL FORENSICS - CASESDIGITAL FORENSICS CASES
• Theft of trade secrets

O ( )• Other job disputes (threats, discrimination)
• Data breaches
• Fraud investigations (SEC, FCPA)
• Patent infringement• Patent infringement
• Trademark infringement
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• E-discovery (spoliation claims, preservation)



Forensic Targets
• Workplace Computers

• Home Computers

Forensic Targets

Home Computers

• Storage Devices

• (DVDs, CDs, flash drives)( )

• Blackberries, PDA’s, 

• Cell Phones

• Digital Cameras

• Printers and Digital Faxes 
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• Servers (FTP, Web, E-mail, File)

• Web pages



Other Digital SourcesOther Digital Sources

Video surveillance Key loggers
Key cards

Packet Sniffers
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Packet Sniffers



FORENSICS IN E-DISCOVERY

Digital Forensics

FORENSICS IN E DISCOVERY

Expert 
Forensic

PRODUCTIONINFORMATION IDENTIFICATION PRESENTATION

PRESERVATION

REVIEW

PROCESSING
Forensic

Testimony

PRODUCTIONMANAGEMENT IDENTIFICATION PRESENTATION

COLLECTION

REVIEW

ANALYSIS

VOLUME RELEVANCE
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Consulting, Strategic Planning and Comprehensive Project Management
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AVAILABLE EVIDENCEAVAILABLE EVIDENCE
• Hard Drives

• Deletion Activity (“deleted” or partial files, wiping activity)
• Internet and Search History (surfing and webmail activity)
• System Activity (logins, files printed, devices inserted)
• Metadata (“modified” “created” “accessed” dates, ”authors”)
• Removable Devices (thumb drives, DVD’s)
• Link Files (access to files on and off the hard drive)
• Matching Files (exact copies and near-duplicates)
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• CDs and DVDs
• Burn programs and dates



• Cell Phones
• Contacts and last numbers dialed
• Saved files/photosp
• Email, text messages

• Web Sites
• Offline, surfable copies of web site
• Source code
• Dynamic surfing or packet activity 

• Email
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• Psycho-linguistic patterns



DELETION ACTIVITY
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INTERNET HISTORYINTERNET HISTORY
• Find webmail 

accounts such as 
G il H t ilGmail or Hotmail

• Locate suspicious or 
inappropriate 
Internet activity (i eInternet activity (i.e. 
visiting competitors’ 
websites, 
pornography, etc.)g y )
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REMOVABLE DEVICESREMOVABLE DEVICES
• Traces of past devices can be 

uncovered with forensic analysis.

• The make and model of a thumb 
drive can often be found.

• The date and time when a device 
was first connected and last 
connected can be determined.

• Mass copying can often be y g
determined by correlating the 
device connection with 
numerous files bearing the same 
last access times
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last access times. 



LINK FILES Link file shows this 
document wasLINK FILES

• Provide data  
on files now 
missing or

document was 
accessed…

missing or 
outside the 
hard drive. 

• Proprietary tool

On a particular date 
and time…

• Proprietary tool 
created by 
Stroz Friedberg 
allows us to And where the file was 

locatedquickly and 
efficiently view 
the contents of 
link files

located.
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link files



“FONT color=#fffff3” changes font 
color to white (on white)

“FONT color=#9999cc” changes FONT color=#9999cc  changes 
font color back to light blue
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FORENSICS IN E-DISCOVERY - Auto-CodingFORENSICS IN E DISCOVERY Auto Coding

Extracts text
from the face offrom the face of

the document and
organizes the
information

Beeman Judy,  Judy.Beeman2@usdoj.gov
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May 14, 2009 To:
Sent:       05/14/2009 8:32am
From:

Dear  
Subject:
Hi 

… original message …

Sincerely,
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Mapping data location within a particular document type shows real “author.”



WORKS ON PAPERWORKS ON PAPER

PHASE I PHASE II PHASE III
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Enhanced OCR
PHASE I PHASE II

Intelligence
PHASE III
Extract  
Results



FORENSICS IN E-DISCOVERY –FORENSICS IN E DISCOVERY 
Near Duplicate Identification

Clustering Options:

“A” Attachment Set

“E” Exact Duplicatesp

“N” Near Duplicates
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FORENSICS IN E-DISCOVERY –FORENSICS IN E DISCOVERY 
Near Duplicate Comparison

Side by Sidey
Comparison
Highlights

Differences
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PSYCHO-LINGUISTIC PROFILING
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PSYCHO-LINGUISTIC PROFILING
• (Asked to train his back-up, subject refuses)
• “His experience was ZERO He does not know ANYTHING

PSYCHO LINGUISTIC PROFILING

His experience was ZERO.  He does not know ANYTHING  
about ...our reporting tools.” 

• Until you fire me or I quit, I have to take orders from 
you…Until he is a trained expert, I won’t give him access...If y p g
you order me to give him root access, then you have to 
permanently relieve me of my duties on that machine.  I can’t
be a garbage cleaner if someone screws up….I won’t
compromise on that.”p

• Content Analysis Cues
• Negatives/anger
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Negatives/anger
• Me/victimization
• Key word/risk behavior



The Digital ThugsThe Digital Thugs
• Ex-CIA profiler estimated that  

suspect was extremely angry and 
technologically sophisticated, had atechnologically sophisticated, had a 
history of work problems, and 
possibly owned weapons.

• Suspect sent multi-million extortionSuspect sent multi million extortion 
demand and threatened to unleash a 
DOS attack using MicroPatent’s 
name 

• Suspect revealed he had been 
“dumpster diving,” prompting  
physical surveillance.
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• Suspect was arrested at local college 
and his residence was searched . . .



Wh th d f d t’When the defendant’s 
house in Maryland was 
searched, the FBI found 
numerous firearmsnumerous firearms, 
explosives and chemicals, 
as well as a recipe for the 
production of a deadly toxin.production of a deadly toxin.
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Summary - When Forensics Make “Cents”y
• Need Verified Preservation?

• Of key employee data
• By trusted third party• By trusted third party
• Using scientific process

• Authenticity at Issue?
• Timing (hour/minute/sec)
• Authorship
• Data integrity

• Latent Data Needed? 
• Full Metadata
• Historic/deleted data

Copyright 2009, STROZ FRIEDBERG, All Rights Reserved 

• System logs
• Source code



Questions and DiscussionQuestions and Discussion

Edward M. Stroz
Co PresidentCo-President
Stroz Friedberg, New York
www.strozfriedberg.com
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