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SIROZ FRIEDBERG

WHAT WE DO

Consulting and Technical Services
Specializing In:

RESPONSE TO
DIGITAL ELECTRONIC DATA BREACH ONLINE FRAUD
FORENSICS DISCOVERY RESPONSE AND ABUSE INVESTIGATIONS

Copyright 2009, STROZ FRIEDBERG, All Rights Reserved
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OUR CLIENTS

8 of the Fortune 10 Companies
e 72 ofthe Top 100 US Law Firms (AmLaw 100)
e« 16 of the Top 20 UK Law Firms

LEADING U.S. WORK
MARTHA STEWART FTCBOGUS ANTI-SPYWARE BARGE TRIAL
SECURITIES FRAUD CASE
MARTHA Y.
%

AMD v. INTEL ATTY GEN'L TASK FORCE MADOFF MONITOR
=5 TJX DATA BREACH R
inte' Leap ahead™ ’ .

AMD{T
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INDUSTRY LEADERSHIP

= Sedona Conference, Working Groupl: Electronic Discovery

= New York State Bar Association: Electronic Discovery Committee

= Minnesota Bar Association: Computer Law Section

= American Bar Association Cybercrime Law Committee

= Digital Forensics and Cybercrime Textbook Writers

= Widely Published in Digital Forensics, E-Discovery, and Cybercrime journals
= Speaking Engagements: Sedona, ABA, IQPC, PLI, ISC2, IAPP, FTC, et al.

Dialing Up and Drilling Down
Forensic Preservation of ( NEw
Handheld Devices :  ELECTRONIC
) DISCOVERY
EaMS, ROLES
ar ) & FuncTiONS

AMERICAN LAWYER
IEETITETTE

To( Ja ']_It >
A Thief

By Dana . Lcmaon s Heher Mahal 558 i s g 5

remmre i
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DIGITAL FORENSICS - CASES

e Theft of trade secrets

 Other job disputes (threats, discrimination)
 Data breaches

 Fraud investigations (SEC, FCPA)

e Patent infringement

 Trademark infringement

 E-discovery (spoliation claims, preservation)
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Forensic Targets

Workplace Computers

Home Computers

Storage Devices

 (DVDs, CDs, flash drives)
 Blackberries, PDA’s,

« Cell Phones

e Digital Cameras
 Printers and Digital Faxes
« Servers (FTP, Web, E-mail, File)

e Web pages

Copyright 2009, STROZ FRIEDBERG, All Rights Reserved



SIROZ FRIEDBERG

Other Digital Sources

Key cards

Video survelillance

Key loggers

a2 54, 254482  s4,.851848  192,168.0.2
a3 54.255272  0.000790 192.168.0.10
54 58.137063 3.901791 192.168.0.10
55 58.1371¥6 0.000113 192.168. 0.2

Packet Sniffers
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FORENSICS IN E-DISCOVERY
oz snsosenc fsreoz rucpaseo

Digital Forensics Expert
Forensic
Testimony
-
INFORMATION B
MANAGEMENT IDENTIFICATION ‘EA % PRODUCTION 2 PRESENTATION
A A | A
- |
&
VOLUME RELEVANCE

STROZ FRIEDBERG

Consulting, Strategic Planning and Comprehensive Project Management
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STROZ

DISCOVERY

MAIN DISPLAY SCREEN
Guided Search

Marrow search results to
Outlook/Lotus Motes items, docs

created within a specified time
period, and/or doc sets.

Folder Havigation Tree - displays
folders and subfolders.
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L =) What Is Text Mining?

Bring selected documentis) to Specify which part of the
the Document Review Screen. document to query against.
Open the selected
document wsing its Open query building form
native application. i =8
Search for documents that Fe o build complex queries
miatch words and phrases
enterad into this fiald.
[T 3 2]
Pk ol | b Crrd
Search for documents that | R [ e - e | e | rew
match key metadata terms. ! -y
' | L — [
Fecapies j | = rr r—'
- e

Search documents for matches
within their addressea fislds,

Search Action Buttons. |

| specify sort criteria for search results. |

Restrict search results to those matching
certain Document Review criteria.

Exclude previously reviewed documents
from saarch results and folder views.
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Access tools for managing
multiple sets of documents.

Document Grid - Each row
reprasents a single document,
and each column represents a
specific piece of metadata.
Distinct document s2ts are
organized by tabs.

[ View document metadata, organized by type. ]

['u'iew an HTML representation of the selectedducumnt]

The complete Stroz Review Manuzl provides greater datall than this Quick Reference Guide. Access the Manual by dicking on Help on the M Bar and choosa Launch Stroz Beview Manuc) from the menw.
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STROZ

DISCOVERY

REVIEW SCREEN

[ Indicates which documsent i ithi Select HTML, Text, or Image-based
Document Navigation Tree - . Highlight search tarms within -
Wiew a fist of documents you have [lsnmnﬂysehﬂ:ed_ [ the body of the document. representations of the selected document.
sefected for review. Document sats
can be grouped by Document Sef, - Dpen the sefected
Diocument Families, Exact Duplicates, Browse documents in document using its Image Manipulation Buttons - Rotate,
or Email Threads. the navigation trea. native application. zoom inout, save, or print the current page.
[ Document Information Panel | RX: ey = Pape Navigation Buttons. ]
3 _'—
‘fiew data about the selected 2, - e 2 @] wialsin 00 ‘,m
document in three tabs: Metadata, | Hm e e | e | Emt Vv : - -
Dioc Family, and Email Thread. = T ; 1._ OOEELD OEEEE Highlight, chscure, or otherwise call
[ ,F_H:LI—_ _.ﬂ”-r:t:: ey ' Eae ome d #1] | | attention to selected sections of a page.
2 -EE."J.’ET.:"M s | e
Indicates whether -‘.-E-: E‘Eh"* -Fﬂ':rl!l.lﬂl
or not the salected -;::E d‘ .'r:.t. W] b D] BT .
documant has been h_fjo=o Al |ME- Document Viewing Panel - View
reviewed andor i — ] b gl . s = an Image, HTML or Plain Text
prceanat ‘——_\_ﬁ representation of the sslectad
¢ = document.
§ ﬂ-l'-.--_ " . a -' 'm- -
Tagging Panel - Contzins issue . e — e
and characteristic tags used to B e e et ) Document Commenting Panel -
review your documents. STt Contains additional document
review tools, including document
Allowis p bl el gLy L] blog, review comments, and
Ao yosrosme o | e o o et

How to Tag Your Documents in the Document Review Screen

e

11 To a2dd tags to your documents, you must first select 2] Salect one or more issue ags from the Tagging Panel 3) Tag zelections will be appliad to your dooument(s)
ane or more documents in the Document Navigation by clicking on the boxes adjacent to the desired tags. wihen you click one of the 5ave buttons.
Tree by clicking on the boxes adjacent to the documents
you wish to select. ) T
R i et
JiE -
< -
St e —
HR=m

The complete Stror Review Manual provides greater detall than this Quick Reference Guide. Access the Manual by dicking on Halp on the Mems Bar and choose Launch Siroe Beview Manus! from the menu.

Stroz Review Support Team * Direct: 212-981-6550 « US Toll-Free: 838-281-6550 « Email: strozreview@strozfriedberg.com
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AVAILABLE EVIDENCE

e Hard Drives

Deletion Activity (“deleted” or partial files, wiping activity)
Internet and Search History (surfing and webmail activity)
System Activity (logins, files printed, devices inserted)
Metadata (“modified” “created” “accessed” dates, "authors”)
Removable Devices (thumb drives, DVD’s)

Link Files (access to files on and off the hard drive)
Matching Files (exact copies and near-duplicates)

e CDs and DVDs

Burn programs and dates
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SIROZ FRIEDBERG

e Cell Phones
e Contacts and last numbers dialed
« Saved files/photos
 Emaill, text messages
« Web Sites
« Offline, surfable copies of web site
e Source code
e Dynamic surfing or packet activity
 Email
* Psycho-linguistic patterns
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DELETION ACTIVITY
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INTERNET HISTORY

e Find webmail
accounts such as
Gmail or Hotmail

 Locate suspicious or
Inappropriate
Internet activity (i.e.
visiting competitors’
websites,
pornography, etc.)

el AOLMai
Py
G M I I WlndLOWS Live

Hotmail
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REMOVABLE DEVICES

« Traces of past devices can be
(] STORAGE

uncovered with forensic analysis. O sw
[ UB1394
e The make and model of athumb (3 use
drive can often be found. g
[ ] Cdrom@yen SanDiskaProd U3 Ticanium&Rev 2,18
e The date and time when a device Diskiven_HitachiaProd_HT5541 260H9ATO0SR ey 0811

(7] Diskaven Kingston®Prod DataTraveler 2.08Fev PMAP

was fIrSt ConneCted and IaSt (] Diskaven_RIM&Prod_ElackBerry SD&Rev_0001

connected can be determined. [ Diskaden_sanDisk&Prod_Cruzer_Micro&Rev_0.1
(7] Diskaven SanDisk&Prod Cruzer MinigRev 0.4
I (] Diskaven_SanDisk&Prod_Cruzer_Titanium&Rey_2000
* M ass CO pyl n g can o ften b e [ L] Diskedon_SanDiskervad_U3 _Cruzer_Micra@Roy_2, 15
determined by correlatin g the (7] Diskaven SanDisk&Prod_U3_Tikanium&Rev 2,18

. : . (1] Diskiven ST316081&Prod_SaS&Rey
d evice conn eCtI on wi t h [:l Disk&Men_WDC_WD3z2&Prod_00BEVT-Z2Z2CTOMReY

numerous files bearing the same SFlopRyaNen_TEACEPTod_FO-D5PUBGREY_10Z6
last access times. 11394
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LINK FILES

e Provide data

on files now Narme: Burgundy PR UK 2006 v2 DOC Ink
; ; File Ext: Ink
missing or File Type Link
outside the AL
hard drive. Last Accessed:  05/03/07 09-11-14AM
File Created: 08729/06 03:.03:.16FM
. Last Yyritten: 038/29/06 03.04:08PM
 Proprietary tool Entry Modified  Us/20/06 U3 04 060 M
File Acguired: 052107 06:38.35FPM
created by Starting Extent  0C-C1830790,448
i File Extents: 1
Stroz Friedberg Do |
allows us to References: 0
. Physical Location: 7,703 748 544
Y
CIUICk|y and Physical Sector: 15,046,283

. . . Evidence File: karachi_Japtop
efficiently view File Identifier 2omas

th e contents Of Full Fath: C\Documents an9 settingsthnasesm oldiRecentiBurgundy PR UK 2006 w2 DOC Ink
Short Name Y I T N N T I T O T

| L Ty I.I_I‘l[ll
link files
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a Union City Stepvan Parts and Panels - Microsoft Internet Explorer

=17 %]

J File Edit Miew Favorites Tools  Help

J OBack - -Q e |ﬂ @ _;j )__\] Search “:,‘}'i‘{ Favarites @Media €3| [_Z:v j?_ - _J ﬁ

E' Union City Stepwvan Parts and Panels_.htm - Motepad

Exhav File Edit Format Wiew Help

=10l x|

src="Undon City Stepwvan Parts and panels_files/home_button. gif" width=60
Front border=0</A><FONT color=#9999cc>, . <4

—_— onclick="Mewwindow(this. href):;return false;"

href="http:Awww_ rustrepair.coms/app2 onlinecat. htm?p=wi" target=_self><IM3
Ciag T height=24 alt="stepwvan store"

— src="uUnion City Stepwan Parts and Panels_files onlinestore_button.gif"”
width=98 border=0:</ /8. . <A

Heate href="http:/fAww.walkinvan. com/stepvan_indax_pl.htm" target=_self:<IMG
E— height=24 alt="stepwvan index"

ne of our bigger lines. Be

s them all. "We have Hupp,
1z and fan blades. 1Al

src="Unfon City Stepwan Parts and Pane]

Light bor der =0></A></FONT></FONT> “FONT color=#fffff3” changes font

<P align=center></FONT> - -
. SFORM color to white (on white)
Marra <DIV align=center:»</FORM>
- b<FORM><!_|——LatI:IIE'| Ehig b%n:'gu:un WALUE TO T e ’s
Type=button value="Read Disclaimer"” name=Butl —

Seats |20 o e e FONT color=#9999cc” changes
<P align=Teft><FONT colar= 59 ze; H
o, bgy union city body stepvan parts font COIOr baCk to Ilght blue

NewE parts now.<BRznew union ity body stepem— Ty
stepvan parts now, by union City hody stepvan parts
today. < FONT >« P =< s size=2%

Inforr <P a%/"lgn;left} <P FONT =< /DIVa</TO>< /TR>

<TR></TR></TBODY >« TABLE >
<TABLE cellradding=0 width="100%" horder=0>
Mate:| <TBODY>

Dat <TR>
=23 <TD hgColor=#00661f >

<DIV align=center><FONT size=2>@2001 Mill supply, Inc. (a1l mMaterial on
Produ this page is copyright by mi11 sSupply, Inc. 20010
— <TABELE cellrPadding=0 width=772 border=0:>
<TBEODY >
Custo <TRx

<TD width=265><A

href="http:/Awww.walkinvan. com/grumman_stepwvan_pl. htm"><B><FONT
Orderx size=lsGrumman 01s50n</FONT <,/ Br<,/ A</ TD>
<TD width=292><A

i

FAX Order Form:
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FORENSICS IN E-DISCOVERY - Auto-Coding

EIE? BOXNAME
------ D 007-D01-AG [Doc Mo in Box: 1 of 102]
L__| E? DOCTYPE INFO

Sampson, Kyle

EI ﬁ. DOCTYPE From: Kyie
...... [ EDoc Sent: | Friday, February 18, 2005 8:23 am |
B

| = é b e RE: 2 AGAC ftems
ernail

= Et,- DOCDATE INFOD
EI Et,- DDCDATE

ok, good
will look for recommendations from you on subcommittess

----- original Message-----
From: Mercsr Bil1l
-t= T_DOCDATE
[% zoossoz/is Sent:| Thursday, February 17, 2005 10:41 BM|
To: Sampson, EKyle
Subject: Re: 2 AGAC items

EI &= TITLE
! [™ DoIDoesPrio7o00
= £ T_TITLE

------ [M RE: 2 AGAC items
=- f_—}- AUTHORS
E| f_—:b- AUTHOR

...... D REMATA
E| Eb- T_AUTHORNAME

------ D Sampson, Kyle
=- E} RECIPIENTS
= E} T_RECIPNAME

------ D I'\'harv::erJ Bill

i have a conversation about the subcommittees.

Extracts text
from the face of
the document and
organizes the

information

are doing well. I would like to add a Legiaslative
to interact w/OLA and OLP. I would recommend termination of
I don't see this as a core functiom at this
e don't have much of a budget. I can': see the wvalue in this one.

a5
:Lgral:ir.un {I.gluaxasi o d
These are a mixed bag. Some are the least active and should get new

constituted.

as these decisions are made, I will let pecple know that now is the cime to
add/leave subcommittees.

from oty BElackBerry Wireless Handheld

————— Original Message-----
From: Sampsen, HKyle <Kyle.Sampson®UsSDOJ.govs

EI Et" T DRGANIZHTIDN Beeman Judy, Judy.Beeman2@usdoj .gov

""" D Legislative Committee TERE: THU FEB & <7 28155 J0US
EI 4= T_PERSON Subject: 2 AGAC items
""" Besman, Judy A couple of AGAC items:
----- Gonzales ) )
e ne 1l would like to have dinner with the AGAC on the evening of

Mercer, Bill |ued.ue-£ March : 2uosl beginning at approximately 6pm (or 6:30pm)? Could you all
..... Sampson, Kyle Belect & restauran e reservations and add to the AGAC schedule of events?
_____ Ullyat Tejd Participants would be USAs, AG {and perhaps Mrs. Gonzales), me, and Ted Ullyot.

»

2. The Attorpney General would like to make the following appointments to the AGAC:

Hew appointments (for te: ing| 12/31/2007

----- Z005/02/17
- Z005/02/18
----- z005/03/02
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May 14, 2009 To:
Sent: 05/14/2009 8:32am
From:
Subject:

Dear ____ Hi

... original message ...

Sincerely,

Mapping data location within a particular document type shows real “author.”
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WORKS ON PAPER

PHASE Il
Intelligence

PHASE |
Enhanced OCR

PHASE Il

Extract
Results
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FORENSICS IN E-DISCOVERY -
Near Dupllcate ldentification

Fle View Proce Toolk

Clustering Options:

= Atlach
' Doc 269

Doe Tof 1

“A” Attachment Set

f L..“ DOCu K
= L.. REYIEW COMMENTS .
: “E” Exact Duplicates
& DOCID
" 269 [Attach 2 of 2; Exact Dup 1 of 3; NearDup 1 o
= BOXNAME
% 003-NSF [Doc No in Box: 34 of 54]
= DOCTYPE INFO
o = DOCTYPE
" Attachment
cH T_DOCTYPE
y proposal
== KEYWORD INFO

“N” Near Duplicates
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FORENSICS IN E-DISCOVERY —
Near Duplicate Comparison

|C:\Documents and Settingz\dvaracchitLocal Settings' A pplication Data\Doc:uity\DocuityTemp\LocalFiles\Dl;I _F;I_lnl_A_l |C:\Documents and 5 ettings\dvaracchitLocal SettingsWpplication Data\.Doc:uity\Doc:uityTemp\LocaIFiIes\DI;I _F;I_,hl
(ila) The length of the field will be wariable and may take Up mMore oOr a [0

59 depending on the length of the field walue. a1 Ev using the *<* and *>* characters to designate insertion point
on oz Id think that we would want to impose limits to certain fields
a1 * By using the *<% and *>=* characters to designate insertion point 93 some cases) any limitations on the character set that is imports
oz w on the character set that is importable to the application. For 94 exanple if the workorder problem description contains these chs
o3 - description contains these characters this cannot affect the arp o5 applicatiorn. EBeyond that we are goihg to make the assumption t
Qg4 * going to make the assumption that all of the fields will be usecd 95 and none of the formatting characters will appear in any email c
o5 characters will appear in any email or fax we send ouc. a7 does it handle null fieldsz Does it display the field title anc
26 95 together #

a7 Users will have the ability to wuase any of the formatting capabil a9

o5 Notezs Rich Text including: tables: rnambered lists: bulleted list 100 Users will hawe the ability to use any of the formatting capabil
a9 the ability to interdisperse the field walues from MAXTMO withix 1ol Notes Rich Text including: tables; numbered lists: bulleted list
pRaln} hawe the ability to sawve the documents, and will be responsible 10z the ability to interdisperse the field walues from MAKTIMO withir
101 and selecting one of the following report types: email; abbrewis 103 hawe the ahility to save the documents, and will he responsihle
1oz 1lo4 and selecting one of the following report types: email; abbrewi:z
103 There will bhe in fact sewveral report TyYpes. They are oo 105

104 106 There will he in fact sewveral report types. They are

105 Email (Email) 107

106 Abbreviated Email (Page) 105 Email (Email)

107 Electronic Upload (elecupload) 109 Abhreviated Email (Page)

1los Esclation (E3C) 110 Electronic Upload [(elecupload)

109 Completion Notice ([(CompNot) 2' 111 Esclation [(ESC)

110 Customer Confirmation (CUSTCONF) =l 11z Completion MNotice (CompMNot)

111 Fax [(Fax) 113 Customer Confirmation (CUSTCONF)

11z 114 Fax (Fax)

113 And in all honested the preference i= to be able to be able to = 115

114 O, The initial set of report Types are the ones that are awvai 1lle And in all honested the preference is to be able To be able to =
115 them all initially, the bhase setup must contain these report tyr 117 OTITL. The initial set of report ty¥pes are the ones that are awvai
1lla each of these formats as part of acceptance. 113 them =all initially, the base setup must contain these report Cyr
117 112 each of these formats as part of acceptance.

118 ADO Integration Module 120

1l1la 1z1 ADOD Integration Module

lzo<! EBrazen will dewelop a Lotus Domino based method to access MAaxIMC lz2

121 <! Data. As the specifics of this component hawvwe not been discussecd 123 =z

lzz lz4a Confidential to Brazen Technology, Inc. anc
123 =2 125 Cop¥right & Z003, All Rights Resers
1z4 Confidential to Brazen Technology, Inc. anc 1z8

lzs Copyright & Z003, All Rights Reserw 127

1za 128

1z7 1z9

1lz8 130 ECHMAXE
1lz3 131

130 ECIMLXF 132 EBrazen will dewvelop a Lotus Domino based method to access MAKTIMC
131 !> ,./| 133 Data. &s the specifics of this component hawe not been discussec
13z team, this descriprtion is a preliminary design for the interface w 134 team, this descriprtion is a preliminary design for the interface

Ig_l i3 <] |
1
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PSYCHO-LINGUISTIC PROFILING

Indlicators of Ager (+)

mEaluators -
mEaluators +
mFeelings -
mFeelings +
m0iredt Ref,
mNegaties
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PSYCHO-LINGUISTIC PROFILING

 (Asked to train his back-up, subject refuses)

“His experience was ZERO. He does not know ANYTHING
about ...our reporting tools.”

Until you fire me or | quit | have to take orders from
you...Until he is atrained expert, | won’t give him access...If
you order me to give him root access, then you have to
permanently relieve me of my duties on that machine. | can’t
be a garbage cleaner if someone screws up....I won’t
compromise on that.”

 Content Analysis Cues
* Negatives/anger
e Melvictimization
o Key word/risk behavior
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The Digital Thugs

Ex-CIA profiler estimated that
suspect was extremely angry and
technologically sophisticated, had a
history of work problems, and
possibly owned weapons.

o Suspect sent multi-million extortion
demand and threatened to unleash a
DOS attack using MicroPatent’s
name

e Suspect revealed he had been
“dumpster diving,” prompting
physical surveillance.

e Suspect was arrested at local college
and his residence was searched . . .
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When the defendant’s
house in Maryland was
searched, the FBI found
numerous firearms,
explosives and chemicals,
as well as a recipe for the
production of a deadly toxin.

Made from caztor heans

6,000 times more powerful than cyanide
Initial flu-like sympioms, followed by
death within three to five days
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Summary - When Forensics Make “Cents”
 Need Verified Preservation? i
« Of key employee data i e
e By trusted third party
» Using scientific process
 Authenticity at Issue?
e Timing (hour/minute/sec)
—— e Authorship
> « Data integrity
—g  Latent Data Needed?
‘i’ * Full Metadata
» Historic/deleted data
o System logs
e Source code
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Questions and Discussion

Edward M. Stroz
Co-President

Stroz Friedberg, New York
www.strozfriedberg.com
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